Daniel Orddinez Arango

PENETRATION TESTER - OFFENSIVE & DEFENSIVE SECURITY

644

SKILLS

Tools & Frameworks
Burp / Metasploit
Python / Bash

Linux / Git

Web Application
SQLi & XSS

SSRF / XXE / IDOR
Auth Bypass / API

Cmd Injection

Network & Active Directory
Kerberoast / AS-REP o
DCSync / GPO Abuse CEm—
Pivoting / Lat. Move.
Privilege Escalation
SUID / Sudo / Cron

Selmpersonate
SOC | Defensive

Splunk / Elastic
Wireshark / DFIR

LANGUAGES
Spanish Native

English Professional

danielordonezarango@gmail.com
(+57) 313 645 92 99
danieloa.com
linkedin.com/in/danie125

github.com/danle124

PROFILE

| specialize in web application, network and Active Directory penetration testing, complemented by SOC analysis and defensive
security. | cover the full engagement cycle — from reconnaissance and exploitation through to structured reporting tailored for both
technical teams and executive decision-makers. My development background allows me to trace vulnerabilities to their root cause and
deliver remediation that is precise, actionable and built to last.

EXPERIENCE

O Zeroazul
Fullstack Developer & Cybersecurity Analyst
| conduct web application and network security assessments across multiple client environments.
| lead incident response efforts — containment, eradication and full service restoration.
| leverage my development background to trace each vulnerability to its root cause and deliver precise, lasting fixes.

O HackerOne
Penetration Tester — Bug Bounty

| identify and responsibly disclose vulnerabilities across public bug bounty programs on the HackerOne platform.

HTB ACADEMY — EXAM-TRACK PATHS

CPTS CDSA

Certified Penetration Testing Specialist Certified Defensive Security Analyst

Enterprise pentest methodology, exploitation chains and structured SOC operations, SIEM, traffic analysis, DFIR and incident triage.
reporting. v PATH COMPLETED - HTB

v PATH COMPLETED - HTB

CWEE CJCA

Certified Web Exploitation Expert Junior Cybersecurity Analyst Associate

Advanced web exploitation — chained attacks, logic flaws, complex Offensive and defensive foundations, practical cybersecurity workflows.
injection. v PATH COMPLETED - HTB

v PATH COMPLETED - HTB

Available for remote and on-site engagements - References available upon request
EDUCATION & CERTIFICATIONS
Cybersecurity Analyst Professional Certificate (V2) 1BM
Cybersecurity Professional Certificate V2 Google

Full-Stack Engineer - Computer Sciences CodeCademy
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